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Abstract

With the fast development of the Internet, the issues of cyber security are becoming
more and more severe. Malware is one of important factors to cause cybersecurity
accidents. In this paper, an improved Susceptible-Infected-Recovery (i-SIR) epidemic
model is proposed to portray the characteristic of malware propagation. And the
security hierarchy protection measure is considered in this model, which means that the
nodes in § state are devided into Sz (susceptible with high security level) and S:

(susceptible with low security level) two parts . Then, using function theory, equilibria
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of the model are obtained. Specially, the stability of malware-free equilibrium is proved
by the stability theory. Finally, numerical analysis and simulation experiments validate
that theoretical analysis are correct. Simulated results indicate that security hierarchy
protection measures can defend effectively the prevalence of malware in the network.

The conclusions of this paper can contribute to a better theoretical basis for

understanding feasibility of hierarchy protection system.

Keywords: Network security, malware propagation model, security hierarchical

protection, dynamical model, stability theory

INTRODUCTION

A MALWARE (milicious software) is a computer virus which aims to violate computer
systems’ security policy. In today’s networks and systems, malwares are still a severe
threat to critical applications like education, hospitals, banking, and so on 2, For
instance, in 2007, a notorious ransomware named Wanna Decryptor swept the globe,
resulting in massive computer paralysis and causing huge economic losses B4l
Therefore, it has always been significant and urgent to take effective coutermeasures to

control the propagation of malware in networks.

To the goal, many epidemic models have been proposed by cyber security researchers to
study propagation law of malware on Internet, duo to similarity between the prevalence
of malware on Internet and diffusion of human epidemic disease in the population.
Pioneering work is that Kephart and White [>®) constructed computer virus propagation
models which combined traditional biological methods and network topology. These
researches laid the foundation for understanding and predicting virus propagation on
Internet. And then, lots of researchers proposed the propagation models of malware
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considering different anti-virus measures -2, Dong et al ['3] put forward the fractional
SIRS malware propagation model based on fractional interconnected Takagi-Sugeno
(T-S) fuzzy systems and point out some qualitative properties on the model. Hosseini et

al "4

raised a discrete-time SEIRS model to investigate the dynamical characteristic of
malware propagation in scale-free networks by considering software diversity. In view
of the effect of communication radius and distribution density of wireless sensor
network nodes on worm prevalence, Feng et al.l'>l came up with an improved SIRS
epidemic model to evaluate the impact of communication radius and distribution
density in wireless sensor networks on worm diffusion. And they analyzed the
stability of worm spread through solving the equilibriums of the model. In view of the
fact that the anti-virus measures may lead to time lag, Yao and Nithya et al. 16~ 1]
proposed time delay dynamic models to obtained the critical view of time delay when
Hopf bifurcation arised. Based on the optimal control theory applied widely to human

epidemics 29231 some scholars constructed the propagation models of malware with

optimal control function and investigated optimal control strategies of malware [24-28],

The above mentioned literatures provide theoretical insights for controlling the
propagation of malware in computer networks. We notice that these works all assume
all nodes in computer networks are protected by the same intensive anti-virus measures.
However, there is the fact in reality that the importance of different nodes is also diverse
in computer networks. So, considering cost-effectiveness, anti-virus measures should be
distinct intensity. In fact, the hierarchy protection measures are used widely to control
the propagation of malware in real network security managments. Hence, in this paper,
we put forward our dynamical model with hierarchy protection measures and examine
the effectiveness of this strategy by comparing it with current models without hierarchy
protection measures usig computer simulations.
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The rest of this artical is outlined as below. In Section 2, we present the improved
Susceptible-Infected-Recovered (i-SIR) model with hierachy protection measures.
Section 3 analyze the stability of virus-free equilibrium. In section 4, we carry out
numerical simulations and simulation experiments to confirm that the theoretical

analysis are correct. Section 5 concludes the paper and presents the future research.

THE I-SIR MALWARE PROPAGATION MODEL

Network security protection will consume system resources, and the defender will pay
the cost. Hence, the best strategy for the defender is to take appropriate security
measures based on the importance of system resources. In reality, different information
network systems have different functions, and benefit loss is also different when a cyber
security incident occurs. for example, some information systems are designed for
sensitive information such as ID cards and bank card numbers, and some information
systems are related to critical infrastructures or enterprise core business. Thus, these
systems must be protected strongly when security defense measures are taken. In
contrast, some information systems that carry general business can take less strong

security protection measures.

Based on the above, in this section, we will discuss a malware diffusion dynamical
model called i-SIR, which is an improvement of the SIR model by considering security
defense measures of different strengths. In this way, the i-SIR model furnishes an
insight for us to understand the scientific significance of hierarchical protection

measures, and this is very vital for management and control of malware prevalence.
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For the i-SIR model, there are four states: S (Susceptible state with high security level ),
Sz (Susceptible state with low security level), / (infected state), and R (recovered state).
In reality, apart from the most basic state transition among Sy (S7)-I-R, users can often
immune their computers by anti-virus measures in state Sy (Sz), or state /, owing to their

cost-benefit anslysis when a security emergency occurs. These anti-virus measures may

lead to the following three new state transition paths.

° Su—R, employing real-time anti-virus measures;
° St —R, employing real-time anti-virus measures;
° [>R, employing anti-virus measures after computers are infected.

According to the above statement, a novel SIR model, i.e. i-SIR model is shown in
Figure 1, where u is the removal rate of old nodes; 3, and 8, represent infection rate of
susceptible nodes S, andS, , respectively; & is the curative rate from / to R;
wandy describe the impact of implementing real-time immunization, Ny and N

represent new number of S, and S, , respectively, and N is total number of nodes.

Figure 1. The i-SIR model.
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There we presume the number of nodes in a information network is relatively steady.
Let Su(?), Si(t), I(f) and R(f) be the number of nodes at time ¢ in states Sy, S;, I and R,
respectively, then we can get

S, (1)+S, (1)+1(t)+R(t)=N. (1)

The i-SIR dynamical model can be formulated by the following differential equations.

dS;t(’) = 1Ny~ By Sy () (1) - (et @)S, (0).

Bl) N, 45, (10) (075, ).

K @)
L) (5,01 8,5, )10 (511 ).

de_Ef): S, (£)+7S, (£)+ 51 (¢).

We note that the fourth equation do not affect the first three equations in system (2), and
hence, the fourth equation can be omitted without losing its generalization. So, system

(2) can be rewritten as

dszt(z) = uN, = B, S, () (t)- (u+@)S, (t),
dS;t(t) = uN, = B,S, ()1 (t)=(u+7)S, (¢), 3)
dld_(tt): (,BHSH (t)+ﬂLSL (t))[(t)_ (/1‘*'5)1 (t)

MODEL ANALYSIS
Now, we analyze the dynamical characteristic of system (3) by solving its equilibrium.

equilibrium states of system (3) meet the following equations:

= O’

dt

ds, (t
() _y, 4)
dt

dl (t
1 _y
dt
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Let dI(t)/dt =0, we can get I" =0,0r I' =(B,S" + 5,5 )/(u+5).

When 7" =0, there has the virus-free equilibrium

Q°:(S£,,Sg,1°):( 2N, LNL,O) (5)

u+o U u+o
When 1” > 0, there has the virus-endemic equilibrium

0 =(s;;,sz,1*)=[s;,sz, Mj (©)

H+o
Following, we analyze the local and global stability of the virus-free equilibrium.

According to Eq.(5), we can obtain the following characteristic equation of system (3)

at 0°:
—(p+w)-2 0 -B,Sy
det 0 —(u+y)-2 -B,S) =0, (7)
0 0 ﬂHSg+ﬂLSf—(,u+5)—l

which is equivalent to

BuSy +u+y+A=0. (8)
According to Eq.(8), obviously that characteristic root 4 <0. Therefore, the following
lemma can be obtained.
Lemma 1. The system (3) has always the virus-free equilibrium Q°, and Q°is locally
asymptotically stable.
Define

_ ﬂHSI(-)I +ﬁLS£ _ 9)

RO
H+O

Further, the Theorem 1 can be obtained.

Theorem 1. The system (3) has always the virus-free equilibrium Q°, and Q°is globally
asymptotically stable when R, <1.

Proof. We can have from the first equation of system (3)

Sy (t)SuN, —(u+)S,.

Thus
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N N
S, (1)< z+z)+(s,, (0)- z+2jexp[_(ﬂ+ o) ],

when ¢ — oo, it can be obtained

s, (1)< Nu_
U+ o

In a similar way, we can obtain

s, (1)< Ao
pty

Define

Then, we can get the time derivative of K(r)along the system (3).

k(t):(ﬂHSH (£)+BS, () () (u+8) (1)< {ﬁﬁ Z]IZ) B, ;‘i’;

o) )

:ﬂié(Ro—l)I(t)ﬁo.

So, the Theorem 1 is proved. O

NUMERICAL SIMULATIONS AND SIMULATION EXPERIMENTS
Numerical simulations
To test the Theorem proposed in this paper, we will carry out numerical experiments in

this section.

Firstly, we introduce the numerical experiment parameters. Parameters of the i-SIR
model are devided into two types: system parameters and state transition parameters!26l.
In general, system parameters are fixed if we don’t clearly point out the alterations. In

these parameters, #; is the vital one that is related to user behaviors, defender’s response

time and the malware characteristics. In this paper, we fixed #/=14(day), and the value of

5 1s computed as & =1/t, — u. The values of other parameters are depicted in Table 1. In
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addition, the values of s,(0), 5,(0), 7(0) and R(0) has an important influence on

malware prevalence. According to the real situation, 7(0)is small.

Now, we verify the validity of theories analysis by numerical simulations. Set initial
values of state Sy, S, Iand R are S, (0)=50000, S, (0) =49990,
1(0)=10and R(0)=0, I(0)=10and R(0)=0, respectively. State conversion rate o = 0.0008,
7 =0.0005, and § can be computed by ¢, shown in Table 1. Then we can get malware
control parameters: R(0)=0.0102<1. The simulation result is depicted in Figure.2. From
Figure.2, we can see that the system attained the stable virus-free equilibrium over time

after malware infection outbreaks occurred. The conclusion agrees with Theorem 1.
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Figure 2. Malware propagation result with R(0)=0.0102<1.
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Table 1. The parameters and the values in numerical experiments

parameters Values notes

N 100,000 Total number of nodes in the network
H 1/4380 The removment rate of nodes (about
S5,(0) Unfixed The beginning amount of nodes in
5,(0) Unfixed The beginning amount of nodes in
1(0) Unfixed The beginning amount of nodes in
R(0) N-S,(0)-5,(0)-1(0) The beginning amount of nodes in
@ Unfixed State conversion rate from s, to r

4 Unfixed State conversion rate from s,to R

t 12 The average time in state 7

g Vt,—p State conversion rate from 7to R

Considering that S, and S, have great impact on malware propagation, we simulate the
trajectory of malware propagation with different S, and S,. Simulated result is depicted
in Figure 3. From Figure 3, we can see that the values of S, and S, not only take great
impact on the scale of malware propagation, but also have great influence on the
propagation speed, which is the smaller value of S,, the greater scale of malware
propagation. When S, =10000 and S, =89990, malware can infect about 65% nodes on
Internet in less than a day, and then the spread of malware slows down rapidly. In
contrast, when S, =90000and S, =9990, the scale and speed of malware propagation
significantly decrease. The maximum scale of node infection on Internet is about 10%,
and it takes about 5 days to reach the this peak. This is because the nodes in the state
S, in network information systems carry more important information, and the defender
will take strong protection measures for these nodes, and the probability of the attack’s

successful attack is greatly reduced.
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Figure 3. Malware propagation results with different s, and s,

Next, we observe the situation without security classification protection. There are two
kinds of situations: (i) all nodes take strong protection measures, i.e.
S, =99990and S, =0; (ii)) all nodes take weak protection measures, 1i.e.
S, =0and S, =99990. Numerical simulation results are shown in Figure 4. Obviously,
strong protection measures can effectively prevent large-scale malware infection, and
weak protection will lead to the heavy network security accident. However, due to cost,
cyber security pursues the optimal defense rather than the strongest defense. Simulation
results show that it is reasonable to take security defense measures of different

intensities according to the importance of information systems,
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Figure 4. The tragetory of malware infection without security classification protection

Simulation experiments

For the sake of simulating the practical behavior of malware prevalence and the validity
of theoretical and numerical analysis, we execute discreate-time simulation experiments.
Simulation experiments are devoted to reflecting malware propagation in the real

network. In our simulations, we assume that there are 100000 nodes in the network. We

choose randomly 10 nodes to be infectious nodes, i.e. 7(0)=10, and then we verify the
correctness of theoretical and numerical analysis with different values of S, and S,. To
enhance the precision of discreate-time simulations, we set 0.5 second as the discrease
time unit. The implimentation of transition rate of malware prevalence relies on

probability. Fig. 5 presents the comparisons between numerical analysis and simulation
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experients with different S, and S,. We can see that the simulation results are almost
coincident with numerical results.

x 10%
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Figure 5. Comparisons between numerical solutions and simulations with

different s, ands,

CONCLUSIONS

In this paper, we come up with an i-SIR model with different strengths of security
defense measures for different information systems. Then the stability of the virus-free
equilibrium is analyzed. Through theoretical analysis, meaningful conclusions are
acquired. In the meanwhile, theoretical results are verified by the numerical analysis and

simulation experiments. We can gain the following scientific results by our study:
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(1) The malware prevalence will be restrainted over time when R, <1. according to this

Vi

conclusion, we can forecast the diffusion of malware, and malwares can be controlled to

a low level or be eliminated finally.

(2) According to the importance of different information systems, adopting security
defense measures of different intensities can greatly reduce the spread of malware in

terms of scale and speed.

This work is contributed to understanding the effect of hierarchical security protection
measures on controlling malware propagation. In future studies, we will consider the

topology of networks and investigate its effect on malware spread further.
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